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Openload

Cyberlocker used by 90%+ of

linking piracy websites

• Main domain receives 

AVG 200M visitors/month

• Rank 224 Globally

• Top 407 in the US

Streamango

• AVG 38M visitors/month 

• Top 2023 Globally

• 2359 in the US

Rapidvideo

• AVG 54M visitors per month

• 1243 Globally and 170 in 

Indonesia (2188 US)

THE TARGETS: PIRATE CYBERLOCKERS



OPENLOAD IS LISTED BY THE EU AND US





THE HOST

• All three of these cyberlockers 
use the same host.

• A global hyper-scale cloud 
provider located in France.

• One of the most important 

hosting companies in the EU, with 
over 300,000 servers and 28 
datacenters across 19 countries 
hosting 18 million web 
applications for 1,300,000 
customers.



THE COURT ORDER

[Host] is ordered to communicate 

“…all elements permitting 

identification of the persons who 

contributed to the creation…”

…



• Host has received more than € 19M to host 
these three illegal services, according to data 
disclosed pursuant to the court order.

• Bills for Openload and Streamango were 
paid by the Paypal account of a Costa Rican 
advertising company, or by untraceable 
credit cards.

FOLLOW THE MONEY



Listed customer for Openload is a defunct Hong Kong shell entity that ceased to exist in 2016.

THE MONEY LEADS TO…?



SO, HOST….   WHO IS YOUR REAL CUSTOMER?

Host admits it does not know the identity of a customer from 
whom it has received millions of euros.

“The data communicated by our client are purely declarative. 

[Host] therefore does not possess any element permitting 

verification of authenticity.”



A hosting provider in Germany cautioned us …

AND JUST A FEW WEEKS AGO…

“All information was provided by the customer 

and has not been checked for accuracy by us.”



The Netherlands is a hub for EU hosting and domain name 
service providers…  accepting fake customer data like “nowhere 
lane” “idontknowstreet” “anonymous” “12345678” “unknown” 
“Admin”…

THIS IS NOT AN ISOLATED EXAMPLE…

Van:
Datum: Thu, 8 Sep 2011 17:05:11 +0200
Aan:              , 
Onderwerp: RE: NAW-verzoek www.ond-
films.com/ (IP 85.17.206.212)

Hi Pieter,

Het IP staat opnaam van:

Raf Mouss
Nergenslaan 11
1512KL Amsterdam

Email from 

Leaseweb, a Dutch 

hosting provider, 

about pirate site 

ond-films.com

??

https://protect-us.mimecast.com/s/1-XTCM8m0nH5jJyFJkRAk?domain=ond-films.com
https://protect-us.mimecast.com/s/9NjxCL9lNmFPL3DuqflAK?domain=85.17.206.212


• Illegal websites rely on multiple mainstream service providers such as 
hosting, payment, advertising, proxy providers (Cloudflare) and 
domain name providers

• These intermediaries are making millions from fraudulent business 
customers who give unverified data. 

• This epidemic of fraudulent operators makes it exceedingly difficult 
to bring civil or criminal actions to stop online harms.

• It also renders useless the E-Commerce regulation requiring all online 
businesses to provide their name, physical address, and contact 
details.

• This is not just a piracy issue: All illegal sites hide their identity, 
including scams, malware, illegal gambling, child exploitation… 

NO CUSTOMER = NO CASE



• The EU Legislators should intervene to require that intermediaries 
providing commercial services to online businesses to implement 
a “Know Your Business Customer” (KYBC) protocol in line with 
Art. 5 ECD.

• These are routine due diligence measures for verifying identity on 
the basis of validated documents, data or information (such as VAT 
registration or other sufficient proof of identity).

• It is easy for any legitimate business to comply, but difficult for 
criminals.

• Where the customer identity is shown to be fake, the service 
provider should be required to terminate the service.

THE SOLUTION:  KYBC


